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Transatlantic trade in technology and software-enabled services today is 
worth more than $300 billion annually—an immense sum that is generated by 
businesses of all sizes in every industry and from every corner of the United 
States and the countries that make up the European Union. 

The US-EU Privacy Shield is critical to such trade because it ensures 
that businesses are able to move data across borders. Privacy Shield is 
particularly important because it provides a workable tool for nearly 5,000 
US companies—70 percent of them small- and medium-size businesses—to 
affordably comply with both US and EU privacy laws. Businesses can’t function 
without data, and US companies are able to handle European customers’ data 
because of Privacy Shield.

Privacy Shield’s existence is threatened because the European Court of 
Justice, Europe’s highest court, is reviewing two cases that call into question 
the agreement’s compatibility with EU law. It is considered likely the court will 
strike down the program, leaving many US companies out of compliance with 
EU privacy law. If companies don’t comply with the EU’s strict laws on data 
privacy, they can face large fines—up to 4 percent of global turnover—no 
matter where in the world they are based. 

If Privacy Shield is invalidated, Congress may have to act in order to enable 
continued US-EU data flows. Lawmakers globally face uncertain times 
regarding privacy: This document briefly outlines the main issues at stake with 
Privacy Shield, which may prove useful in coming months. 
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This paper explains:

 Â What is the US-EU Privacy Shield? 

 Â Why is Privacy Shield important to the economy?

 Â What are potential threats to Privacy Shield and what is at stake?

 Â What actions must be taken in order to maintain digital trade?

What Is Privacy Shield?

The Privacy Shield framework exists because of the fundamentally different 
ways in which the United States and Europe view data privacy. The United 
States has a long history of privacy protections, and it has multiple different 
privacy laws that regulate certain types of data at a sectoral level. Europe takes 
a different approach. Privacy is enshrined in the EU’s Charter of Fundamental 
Rights, and it is regulated under a comprehensive law. 

These differences create complications in an era that requires near-seamless 
processing of personal data to enable international commerce. For example, 
consider how detecting credit card fraud at the point of sale or online relies on 
cross-border data flows. No matter where people are in the world, their bank’s 
computer system back home can analyze their purchases and location in a 
matter of seconds when they swipe their credit card. Based on that analysis, the 
system can allow the purchase, or flag it as likely fraud and stop it. 

To manage the differences between the two legal regimes, the US 
Department of Commerce and the European Commission drew up the 
Safe Harbor agreement in 2000. Companies had to self-certify to the 
Commerce Department that they complied with seven principles relating 
to consumer privacy. The FTC enforced those commitments, and the EU 
deemed compliance with the program to satisfy EU law. Cross-border trade 
exploded; consumers worldwide discovered they could buy things with a 
click; US companies could provide services to European customers; and 4,500 
companies signed up to Safe Harbor.

Fast forward a decade: Safe Harbor, drawn up in the days of dial-up modems, 
had not seen significant changes. An update was being discussed when, 
in 2013, Austrian student Max Schrems filed complaints against several US 
companies in the wake of global surveillance revelations. That case escalated 
to the European Court of Justice, and in October 2015, it declared Safe Harbor 
invalid. Companies scrambled to implement alternative measures to comply 
with EU data protection rules. 

Privacy Shield rose from the ashes of Safe Harbor: It has the same overall 
aim but stricter enforcement rules, a 45-day limit for companies to reply to 
complaints, and a requirement that participants publish their privacy policies. 
In July 2016, the European Commission deemed Privacy Shield “adequate” to 
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enable transatlantic data transfers under EU law. Companies pay between $250 
and $3,875 to register. The program is administered by the International Trade 
Administration within the Commerce Department.

What’s Happening Now?

In recent months, Europe’s top judges have heard two cases relating to Privacy 
Shield. The parties in the cases, including Schrems, have challenged Privacy 
Shield and another mechanism used to enable data flows by questioning 
whether these new mechanisms ensure the proper level of privacy protection 
for EUC citizens’ personal data. A preliminary decision on the case is expected 
in mid-December 2019, and the court will make its ruling in early 2020. 

Unfortunately, the court is expected to strike down Privacy Shield. That could 
pose a tremendous barrier to EU-US e-Commerce at a time when global 
trading relations are growing increasingly complicated.

What if Privacy Shield Is Struck Down? 

First and foremost, any company that does, or seeks to do, business in the 
European Union needs to comply with the EU General Data Protection 
Regulation. Companies that want to move European citizens’ data out of the 
EU must show that there is an adequate level of protection for that data—which 
is what Privacy Shield does. If Privacy Shield is declared invalid, US companies 
must find other ways to do this—or face monumental fines. 

The impact will be particularly severe for small- and medium-sized businesses. 
Privacy Shield certifications cost just $250 a year for smaller companies, giving 
them access to more than 300 million potential customers in Europe. It’s a very 
affordable option compared to hiring in-house privacy experts and legal teams, 
which could be taken away overnight. (Alternatives to Privacy Shield do exist, 
but they are much more cumbersome and more expensive to manage.) 

In order to ensure that companies can continue to move data across borders, 
a new system may have to be established. This would be similar to the effort 
that followed the collapse of the Safe Harbor. When that happened, companies 
were allowed a temporary reprieve while US and EU officials negotiated Privacy 
Shield. But in order to establish the new program, Congress also was asked to 
make some changes to US law—including passage of the Judicial Redress Act, 
which gave certain rights under the Privacy Act of 1974 to citizens of certain 
foreign countries or regional economic organizations.
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Actionable Next Steps

The European Court of Justice ruling will likely come early next year, and it is 
very likely that Privacy Shield will be struck down. 

Policymakers should be aware of this looming threat to transatlantic trade and 
the potential need for consideration of legal changes. Discussions should be 
launched as quickly as possible to ensure continued data flows during any 
lapse in the program. Most importantly, perhaps, regulators should agree to 
suspend any penalties for companies that move data under Privacy Shield’s 
protections. 

US companies also should be aware of their responsibilities under EU data 
protection rules if they want to continue doing business in Europe, and they 
should monitor the program’s status to ensure they remain in compliance.

All sides can check back with Software.org for updates. 

Software.org: the BSA Foundation is an independent and nonpartisan international research organization 
aimed at educating policymakers and the broader public about the hugely positive impact that software has 
on our lives, our economy, and our society.
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