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How Open RAN Technologies Will'Lead
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to Secure, Innovative 5G Networks, 5 .

Fully realized, 5G networks have the potential to deliver immense benefits. Enter the concept of
Open RAN, a different approach for developing the antennas and related RAN hardware used in 5G
with open standards, cybersecurity, interoperability, and transparency at the fore.

Mobile phones, smart sensors, connected cars, and other cellular-enabled devices cannot connect
directly to the 5G core network and the internet on their own. For smartphones and other user
equipment to reach the core, the RAN serves as an intermediary that links cellular-enabled devices
to the larger core network where much of the behind-the-scenes 5G intelligence takes place.
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) Open interfaces and protocols
allow operators to mix and
match RAN components
from multiple vendors

Developed using secure industry
standards for strong cybersecurity
across the RAN ecosystem

RAN components can be
virtualized, allowing cloud-based
software to take the place of

= = previously hardware-dependent
%E %E network functions
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Secure, industry-

developed standards

Secure, industry-developed standards . Virtualization
promote transparency and ensure 1% . ) o
strong cybersecurity protections are i - Virtualization of RAN components allows

software to take the place of previously
hardware-dependent network functions.
Operators can now run virtualized,
cloud-based network functions using
cross-compatible commercial off-the-
shelf (COTS) hardware as the backbone.

adopted across the RAN ecosystem to 3 \J
sufficiently safeguard the network and
its end users from malicious actors.

Interoperability

Vendor interoperability gives
network operators the ability to mix
and match RAN components from
multiple vendors instead of being

Openness

Open interfaces and protocols make
the 5G RAN infrastructure fundamentally

locked into one equipment vendor.

Better
network
security

Open and transparent software
technologies promise inherent
cybersecurity advantages in
the 5G RAN compared to past
wireless generations.

Government and industry
stakeholders see Open RAN as
an option to address the risk
of installing technology from
untrusted vendors that pose
national security threats.

Think

Deeply

more flexible by design compared to

previous wireless generations.
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More flexibility,
versatility for
network operators

Network operators will be able

to configure RAN architecture
exactly to their unique business

purposes with the flexibility to
easily scale resources as needed.

Open RAN will also complement
and accelerate promising
software-enabled 5G innovations
such as edge computing.
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Increased market
competition, more
RAN innovation

Open RAN unlocks the
door for new market entrants,
startups, and established
industry players alike.

Smaller players could disrupt
the market by specializing in
specific hardware and software
aspects of the 5G RAN that can
be mass produced, leading to
increased choice for network

operators and competitive pricing.

Software.org: the BSA Foundation is an independent and nonpartisan international research organization aimed at educating
policymakers and the broader public about the hugely positive impact that software has on our lives, our economy, and our society.
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